Configuring User Security in 
TFS 2010
Overview

This document describes how to configure user security for Team Foundation Server 2010
In the instructions below, substitute your TFS server for [tfs].  

How to Make a Person a TFS Administrator

Use this procedure to make someone a TFS Administrator. Adminstrators can create projects and can administer security. This is the highest level of security you would normally grant. Give it to the one or two people who will create all TFS projects and configure TFS users. 
1) Team Foundation Server: Make the user a TFS Administrator
a) Open Visual Studio 2010 or Team Explorer 2010 and connect to Team Foundation Server. 

b) In the Team Explorer pane, right click on the root and click Team Project CollectionSettings, Group Membership. 

c) Select the Administrators group and click Properties. 

d) Select Windows User or Group and click Add. Enter the user and click OK. 

e) Close the dialogs. 

2) SharePoint: Make the user a Site Collection Administrator
a) Connect to the SharePoint Default Site Collection: http://[tfs]/sites/DefaultCollection
b) Click Site Actions, Site Settings, Site collection administrators. Add the appropriate user to this collection. 
3) Reporting Services: Make the user a Content Manager.
a) Open the Report server: http://[tfs]/reports. 

b) Click Properties, New Role Assignment. Add the user to the TFS Content Manager role. 

How to Make a Person a TFS Project Administrator

Use this procedure to make someone a TFS Project Administrator for a particular TFS project. You should do this after creating a new project. 
4) Team Foundation Server: Add the user to the Project Administrators group. 

a) Connect to Team Foundation Server as an Administrator. 

b) In the Team Explorer, right click on the Project Node (not the root) and click Team Project Settings, Group Membership. 

c) Select [ProjectName]\Administrators and click Properties. 

d) Select Windows User or Group and click Add. Enter the user and click OK. 

e) Close the dialogs. 

5) SharePoint: Make the user a Site Administrator for the project site. 
a) Right-click the Project Node (not the root) and click Show Project Portal. 

b) Click Site Actions, Site Settings, People and Groups, New.

c) In the Add Users area, type the name of the user in the Users/Groups box. 

d) In Give Permissions, select Full Control and click OK. 

6) Reporting Services: Make the user a Content Manager
a) Open the Report server: http://[tfs]/reports. 

b) Click Properties, New Role Assignment. Add the user to the TFS Content Manager role. 

How to Make a Person a TFS Project Contributor

Use this procedure to make someone a TFS Project Contributor for a particular TFS project. Project contributors are team members for a project that have no project administration responsibilities. 
7) Team Foundation Server: Add the user to the Project Contributors group. 

a) Connect to Team Foundation Server as an Administrator. 

b) In the Team Explorer, right click on the Project Node (not the root) and click Team Project Settings, Group Membership. 

c) Select [ProjectName]\Contributors and click Properties. 

d) Select Windows User or Group and click Add. Enter the user and click OK. 

e) Close the dialogs. 

8) SharePoint: Make the user a Contributor for the project site. 

a) Right-click the Project Node (not the root) and click Show Project Portal. 

b) Click Site Actions, Site Settings, People and Groups, New.

c) In the Add Users area, type the name of the user in the Users/Groups box. 

d) In Give Permissions, select Contribute and click OK. 

9) Reporting Services: Make the user a Browser. 

a) Open the Report server: http://[tfs]/reports. 

b) Click Properties, New Role Assignment. Add the user to the Browser role. 

How to Make a Person a TFS Project Reader

Use this procedure to make someone a TFS Project Reader for a particular TFS project. Project reader have read-only access to the project information. 
10) Team Foundation Server: Add the user to the Project Contributors group. 

a) Connect to Team Foundation Server as an Administrator. 

b) In the Team Explorer, right click on the Project Node (not the root) and click Team Project Settings, Group Membership. 

c) Select [ProjectName]\Readers and click Properties. 

d) Select Windows User or Group and click Add. Enter the user and click OK. 

e) Close the dialogs. 

11) SharePoint: Make the user a Contributor for the project site. 

a) Right-click the Project Node (not the root) and click Show Project Portal. 

b) Click Site Actions, Site Settings, People and Groups, New.

c) In the Add Users area, type the name of the user in the Users/Groups box. 

d) In Give Permissions, select Read and click OK. 

12) Reporting Services: Make the user a Browser. 

a) Open the Report server: http://[tfs]/reports. 

b) Click Properties, New Role Assignment. Add the user to the Browser role. 
How to Make a Person a SharePoint Farm Administrator

Use this procedure to make someone a SharePoint Farm Administrator. Normally you should not need to do this procedure. 
1) Connect to SharePoint Administration: http://[tfs]:17021.

2) Sign in as TFSSETUP. 

a) Click Site Actions, Site Settings, Site Collection Administrators. Observe that TFSSETUP is the only member. 

b) Click Site Actions, Site Settings, Advanced Permissions. Observe that Farm Administrators and TFSSETUP have Full Control. 

3) Click Site Permissions on the left. Add the user to the Farm Administrators.








